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August 27, 2024 

To Whom It May Concern:  

From September 2021 until February 2024, I was Global Head of Government Affairs at 

Conduent, a public company that is earning tens of millions of dollars from contracts supporting 

Maryland’s health and human services operations. I am writing to report misconduct by 

Conduent that has directly impacted Maryland’s most vulnerable families. I respectfully request 

that the State keep my identity confidential in any investigation conducted in conjunction 

with this report. To that end, I ask that the State not provide Conduent the documents that 

I am including with this submission or otherwise provide any indication to Conduent of the 

source of the information contained in this submission. 

In particular, I know that Maryland leaders have been concerned by the State’s Pharmacy 

Benefit Management (PBM) system’s performance problems and security of Electronic Benefit 

Transfer (EBT) payments. Conduent is the State’s contractor for both PBM and EBT operations. 

I share Maryland leaders’ concerns and am writing to ensure that you are aware of additional 

facts that may help inform State efforts to prevent harm to and strengthen protections for 

Maryland’s most vulnerable families. 

1. Pharmacy Benefit Management – Medicaid Participants’ Medication Denials 

Conduent was awarded its current contract for Maryland’s PBM program by the 

administration of former Maryland Governor Larry Hogan. The contract, under which Conduent 

provides prescriptions to State Medicaid participants, is valued at more than $72 million.1 In 

2022 Conduent implemented a new PBM system that was inadequately tested and included 

multiple coding errors. As a result, thousands of Maryland Medicaid participants’ prescriptions, 

many for antipsychotic medicines, were incorrectly denied. Conduent’s response to its PBM 

system errors has been to obfuscate the seriousness of its performance issues and impacts, and 

knowingly fail to invest sufficient resources in getting Medicaid participants back on their 

medicines and to prevent future incorrect denials. Company leadership repeatedly has prioritized 

corporate damage control and its lower costs over protecting public safety. 

Mu understanding of the key facts is as follows: 

• On January 21, 2023 Conduent discovered that its Maryland PBM system had been 

incorrectly denying antipsychotic medicine prescriptions for Medicaid participants. These 

denials began on November 7, 2022 and hundreds of Maryland Medicaid participants had 

already been impacted by the time Conduent realized the system defect. 

 
1 See Board of Public Works, Oct. 16, 2019 Meeting Documents, at pp. 69-70 (initial PBM contract award 

to Conduent priced at $73,068,669), 2019-Oct-16-Agenda.pdf (maryland.gov); Board of Public Works, July 7, 2021 

Meeting Documents, at pp. 198-201 (decreasing the PBM contract price by $667,045 due to reduced video cost 

components), 2021-Jul-7-Agenda.pdf (maryland.gov). 

https://bpw.maryland.gov/MeetingDocs/2019-Oct-16-Agenda.pdf
https://bpw.maryland.gov/MeetingDocs/2021-Jul-7-Agenda.pdf
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• Conduent started using a workaround to prevent more incorrect denials of antipsychotic 

prescriptions on January 21, 2023, but did not inform the State of the denials at that time. 

Company leaders reasoned that they did not need to inform the State until its IT personnel 

had identified the specific line of defective code that caused this impact.  

• Rather than promptly reach out to pharmacies to reverse prior incorrect prescription denials, 

Conduent, instead, focused its resources on conducting an internal assessment of each 

impacted Medicaid participant’s medical records to see if those wrongfully denied State 

coverage were able to get antipsychotic medicine another way – by self-paying or by getting 

a sufficiently equivalent alternative prescribed by their doctor.  

• On February 17, 2023 Conduent orally informed Maryland state officials that the company 

identified a coding error in its PBM system. The company did not specify the impact of this 

error on Maryland Medicaid participants’ ability to attain antipsychotic medications.  

• In a Root Cause Analysis emailed to Maryland Department of Health officials on February 

20, 2023, Conduent stated that the “Date of Incident Identification” was February 16, 2023, 

which was the date when the company pinpointed the specific line of code causing the 

incorrect prescription denials. I have enclosed this email for your reference. To my 

knowledge, Conduent never revealed that company leaders actually learned of the system 

malfunction and prescription denials several weeks prior.  

• Two weeks later, Conduent submitted a written description of the error impacts that was 

limited to the subset of Medicaid participants (69 members) who were denied prescriptions 

and were unable to self-pay or attain a sufficiently equivalent alternative. This description 

was emailed by Kim Rankin, Senior Director, Pharma Benefit Management Service Delivery, 

to the Maryland Department of Health on March 3, 2023. In particular, I believe Deputy 

Medicaid Director Tricia Roddy received the email; I saw the text but was not on this email. 

• Conduent did not conduct any outreach to reverse incorrect antipsychotic medication denials 

until March 3, 2023. Thus, nearly four months passed between when Conduent’s PBM 

system started incorrectly denying prescriptions and when the company started outreach to 

reverse those wrongful denials. This meant a number of Medicaid participants suffered from 

being denied antipsychotic medicines for multiple weeks or even months. Such denials could 

have severe health consequences.2 Multiple Government Affairs team members were struck 

by Conduent’s callous lack of urgency in responding to risks for Maryland Medicaid 

participants and those interacting with them. I agreed and internally escalated the need for 

more company resources for these efforts, to no avail. 

 
2 See generally Nicholas Keks, Darren Schwartz & Judy Hope, Stopping and Switching Antipsychotic 

Drugs, 42 Australian Prescriber 152 (2019) (“Withdrawal syndromes, relapse and rebound can occur if 

antipsychotics are discontinued, especially if they are stopped abruptly.”). 
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• Conduent’s Operations leaders acknowledged that the Maryland PBM system likely had 

more errors than the one detected so a system audit was launched. 

• While it was widely known that Conduent’s internal Operations and IT staff members were 

“swamped,” Conduent leaders opted to staff the PBM system audit internally, rather than 

outsource the work to an external firm. The inadequacy of this approach was apparent as the 

due date for audit completion slipped repeatedly, from July 2023 to, ultimately, December 

2023. See, e.g., my enclosed email to Human Resources Vice President Mariann VanBuren. I 

was told that Conduent leaders were concerned that hiring an external firm instead might 

result in findings outside of the company’s desired, narrowly tailored scope and could result 

in greater liabilities for Conduent in Maryland and other states. 

• Conduent’s outreach efforts to Maryland Medicaid participants who were incorrectly denied 

medicines, similarly, were woefully insufficient and under-resourced. By the end of May 

2023, Conduent had identified 7 different Maryland PBM coding issues implicating 3,235 

Medicaid participants’ claims by late May, but the company had resolved only 18 percent of 

those impacted claims due to understaffing on the project.  

• A further cause for my concern was how Conduent leadership attempted to misrepresent the 

Company’s PBM conduct to the State. In drafting a reply to a Maryland Department of 

Health Notice to Cure dated August 24, 2023, which required Conduent to correct multiple 

PBM issues,3 Lydie Quebe, General Manager, Government Healthcare Solutions, 

mischaracterized Conduent’s PBM efforts. Her draft text stated that Conduent had qualified 

employees in all open PBM account positions and that Conduent’s teams quickly resolved 

identified PBM issues. In fact, Conduent lacked qualified employees in multiple critical 

positions and delayed taking steps to get many Medicaid members back on their medications. 

I quickly rewrote Ms. Quebe’s response to the Notice to Cure and raised concerns about the 

misrepresentations to other Conduent leaders. See, e.g., my enclosed email to then-

Government Solutions President Mark King. 

• Conduent never appeared to learn from its mistakes. Given PBM implementation problems, I 

urged that Conduent perform more testing before implementing any updates to its PBM 

system. Unfortunately Conduent’s leadership again failed to heed calls for more resources, 

and not surprisingly, new problems surfaced after Conduent made system updates in early 

2024. On January 8, 2024, I learned via email that Conduent’s updates to the Maryland PBM 

system had resulted in the denial of mental health prescriptions for 289 Medicaid 

participants. On February 13, 2024, business owners sent out emails indicating more flawed 

 
3 This Notice to Cure was conveyed by Chukwuekmeka (Chuk) Okoronkow, Contract Monitor, at the 

Maryland Department of Health on August 10, 2023. 
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updates had caused denial of 1,046 antipsychotic medicine prescriptions for 647 state 

Medicaid members between January 23 and February 13, 2024.  

I encourage you to investigate Conduent’s disclosures regarding its PBM system errors, 

its outreach to impacted Medicaid participants, and what it has done to prevent additional harm. 

Conduent groups that would have significant information would include Government Healthcare 

Solutions, Government Affairs, Government Operations, Legal, and the Office of the CEO. It 

could be especially helpful to look at documentation and communications (including emails, 

texts, and chat messages) concerning this issue sent or received by Mark King (then-President of 

Conduent Government Solutions, who resigned the end of 2023); Lydie Quebe (General 

Manager, Government Healthcare Solutions); Chris Malley (Chief Operating Officer, 

Government Operations); Shankar Balakrishnan (Vice President, Client Partner and Product 

Strategy, Government Healthcare Solutions); Marianne VanBuren, VP, Human Resources; Kim 

Rankin (Senior Director, Pharma Benefit Management Service Delivery); Tom Peoples 

(Pharmacy Solutions Liaison); and me. (There are Conduent Legal Department leaders that may 

have documentation too, but I am omitting them because the company will no doubt assert 

privilege over documents flowing to/from these custodians.) 

2. Electronic Benefit Transfer System – Data Breaches and Thefts 

As you may know, the Maryland Board of Public Works recently approved a $20M 

contract to renew Conduent as the State’s EBT vendor.4 Through the EBT system, eligible 

Maryland constituents are issued a card to access State supplemental nutrition and cash benefits. 

I believe there are facts that the State should be aware of as it evaluates Conduent’s recent and 

future performance as the contractor responsible for overseeing payments to vulnerable families. 

A. Conduent employees’ thefts from EBT recipients 

• Starting in 2022, Conduent customer service representatives stole identity information and 

government funds from more than 2,500 vulnerable EBT recipient families across 18 states, 

including Maryland. Maryland victims of these thefts included more than 40 EBT recipient 

families, with Conduent employees’ thefts in the state occurring for nearly a year before the 

company detected them. A summary of these EBT data breaches and thefts is enclosed in the 

attached presentation made to Conduent’s CEO on December 8, 2023. Conduent leadership 

learned of the breaches and thefts in September 2023. 

• Despite State data breach laws requiring speedy notice of such an event, Conduent delayed 

providing any notice of the breaches and thefts to impacted State agency clients, including 

Maryland, for nearly three months, even though the company quickly realized there were 

significant constituent impacts across multiple states. Conduent leaders offered no good faith 

basis for delays in informing State clients and in starting joint planning for constituent 

 
4 Board of Public Works, July 3, 2024 Meeting Documents, at pp. 178-82 (total EBT contract award to 

Conduent priced at $20.0 million), https://bpw.maryland.gov/MeetingDocs/2024-Jul-3-Agenda.pdf. 
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notices and repayments. For Maryland, the initial notice was provided in the form of a mid-

level Conduent Operations associate sending an email to (only) the Maryland DHS EBT 

Program Manager on December 18, 2023. I have enclosed this email for your reference.  

• The December 18, 2023 email attached a one-page “Final Incident Report” that is confusing 

in several aspects. First, the word “final” in the title suggests there were prior Conduent 

communications about the breaches and thefts, when there were none. Second, the “Date of 

Submission” is listed as December 8, 2023, when in fact the report was sent 10 days later as 

officials were departing for winter holidays. Third, the “Incident Date/Time” is listed as 

“9/25/23-12/6/23.” This date range represents the dates between when Conduent learned of 

the thefts and internally investigated without notice to government officials, rather than when 

the data breaches and thefts occurred. The Maryland breaches and thefts occurred over a 

longer, earlier time period: between January 23, 2023 and November 16, 2023, a fact 

acknowledged only in the middle of a Memorandum following the one-page Incident Report. 

• In the month following the December 18 email to a single DHS official, Conduent provided 

no notice or offer of free credit monitoring to Maryland EBT recipients who were the victims 

of its thefts. I am not sure if/when Conduent provided this constituent notice since then, or 

if/when Conduent reimbursed the state/constituents for government funds stolen by its 

employees. I also am unaware of any notice of the EBT data breaches being provided to the 

State Office of the Attorney General, as required by Maryland statute. In any event, it seems 

unlikely that any such notice could be sufficiently timely given Conduent delayed notifying 

its State agency partner of the breaches for nearly three months. 

• Conduent was eager to avoid public attention of these long-undetected internal data breaches 

and thefts, especially as the company sought to renew its Maryland EBT contract. 

Conduent’s Government Affairs team was instructed to not inform any states’ leadership of 

what occurred – even though significant ongoing security risks remained in certain states. 

See, e.g., the enclosed email from Sean Collins, Vice President of Public Relations and 

External Communications, in which he emphasized that Conduent only would address the 

issue “reactively” (i.e., only if asked). I notified Conduent’s General Counsel of issues 

regarding the company’s approach in emails in January and February 2024, but I am 

declining to share that correspondence out of concerns of violating attorney-client privilege.  

B. Prevention of third-party EBT thefts 

• On February 26, 2023 Conduent CEO Cliff Skelton and then-Government Affairs President 

Mark King had a call with Secretary of Human Services Rafael Lopez where they informed 

him that Conduent could make Maryland one of the first states to move Supplemental 

Nutrition Assistance (SNAP) funds off magnetic stripe EBT cards and onto more secure 

EMV chip cards. Their meeting talking points included the statement that Conduent believed 

it could transition SNAP funds to EMV chip cards within a year of State approval of this 
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contract modification. In mid-2023 I was surprised to hear from Conduent’s IT team that this 

would be impossible – a fact that senior business leaders at Conduent should have known. IT 

associates explained that Conduent, unlike its primary EBT competitor, had adopted a “single 

tenant” approach to setting up its EBT platforms, and that Maryland was on the most 

outdated platform of all Conduent’s EBT states. This EBT platform would need to be 

significantly overhauled – a resource and time-intensive project – before the State could 

begin moving SNAP funds to chip cards with back-office EMV protections. 

• EBT security issues had especially large consequences in Maryland because the State has 

been placing cash benefits (e.g., disability funds) onto the same cards as SNAP funds. Other 

states, like neighboring Virgina, opted to place cash funds on separate, more secure cards.  

• As Maryland reimbursed millions of dollars of government funds stolen off EBT cards, 

certain Conduent leaders resisted internal calls last year to highlight to Maryland leadership 

that the company’s then-current contract included a provision offering the State the ability – 

at no cost to the State – to move all of its cash benefits onto separate EMV chip cards 

immediately, which would dramatically and rapidly reduce State benefits thefts and offer 

government benefit recipients a better payments experience going forward (as they now 

could use a credit card to pay rent or utilities bills with government benefits, rather have to 

pay in cash withdrawn from an ATM). Certain Conduent leaders preferred to promote 

account control “solutions” (e.g., card lock) to escalating fraud – even though company 

leaders knew that these offerings were far less effective in stopping fraud – because these 

solutions generated immediate one-time “impact revenue” that improved Conduent’s near-

term financial results.  

In light of the facts above, it could be helpful for you to investigate the timeline of the 

Conduent employees’ EBT breaches and thefts, because it was not made clear by Conduent’s 

correspondence. It also could be useful to look into specifics of Conduent’s response. Potential 

questions to Conduent could include: How did Conduent fail to detect ongoing employee EBT 

thefts from vulnerable Maryland families occurring for nearly a year? What is the timeline by 

which Conduent learned of constituent impacts in Maryland and other States? Why did Conduent 

wait so long to tell Maryland DHS and other States about the thefts – when the company knew 

there were significant constituent impacts months before its December 18, 2023 correspondence, 

and it was apparent that constituent outreach and reimbursement plans would be needed? 

I also suggest that you request internal Conduent communications regarding data 

breaches, thefts, and solutions, controls, and processes intended to prevent the same. Conduent 

groups with documentation related to this inquiry include Engagement and Eligibility Services, 

Fraud, Government Affairs, Government Operations, Government Payments, Legal, and Office 

of the CEO. It could be especially helpful to focus on communications (including emails, texts, 

and chat messages) involving the following individuals: Wade Fairey (General Manager, 

Government Payments); Sean Collins (Vice President of Public Relations and External 
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Communications); Denise Adaway (Director, Account Management, Government Payments); 

Joe Froderman (Senior Director, Government Operations); Kate Viar (Director, Government 

Affairs); Terri DiCambio (Regulatory Compliance Consultant, Data Privacy Office), and me. 

(There are Legal leaders involved too, but I am omitting them because Conduent will no doubt 

assert privilege over documents flowing to/from them.) You also could benefit from speaking 

with Chris Jacobson, who was Senior Manager of EBT Fraud Analytics and Claims at Conduent 

but left the company for another job earlier this year.  

I am sharing the information above with you because Maryland is my home state. 

However, I also encourage you to share your findings with other States as you deem appropriate. 

For your reference, other States impacted by the Conduent employees’ EBT data breaches and 

thefts (and similarly noticed by Conduent on December 18, 2023) include the following: 

Alabama, Arkansas, Connecticut, Georgia, Iowa, Indiana, Massachusetts, Maine, Mississippi, 

New Jersey, New York, Ohio, Oklahoma, South Carolina, Tennessee, Utah, and Virginia. 

Please feel free to reach out to me if any additional information would be helpful. My 

personal contact information is as follows: 240-620-9091 (cell) and jenniechandra@gmail.com.  

Sincerely, 

 

Jennie Chandra 

Attachments 

 

mailto:jenniechandra@gmail.com
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EBT Industry Background 

Industry Environment 
• EBT programs, including SNAP and the Pandemic EBT programs, operate on a "closed loop" 

network administered by the U.S. Department of Agriculture's Food and Nutrition Service (FNS). 
• Unlike with the MasterCard, VISA and other "branded" payment cards, EBT card transactions are 

not regulated under Federal banking law, such as the Electronic Funds Transfer Act or Reg E. 
• EBT transactions are governed by regulations promulgated by FNS (the "FNS Regulations") and 

published at 7 CFR Part 274. 
• Servicers such as Conduent are not responsible fraud losses perse or take claims related to fraud 

Industry Precipitating Event: Expedited Change to Allow Online Purchases 
• FNS pilot for online purchases was in 2019-2020 with implementation planning in 2020 
• All EBT states had online transactions up and running March-July 2021 
• EBT online requires an online PIN but no CW (not required by FNS regulations) 
• All states/FNS and Conduent moved fast to implement online transaction processing 
• Many PSNAP programs did not provide true SSNs, but rather all Zeros. 
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Occurrence Background 

Identification of Issue 
• September 25, 2023, a call center associate noticed suspicious activity whereas a work from home 

associate accessed a client's EBT card, which they should not have accessed, as part of an 
inbound fraud call. 

• A corporate security incident was opened, and the Fraud team engaged 
• Operations and Fraud teams, partnered across the org to identify any potential fraud in all EBT 

programs 

Root Cause Analysis: 

4 

• Enabling online transactions where card is not present, a pandemic response 
- compounded by -

• Moving associates home, a pandemic response 
- compounded by -

• Visibility to PAN, a pre-pandemic holdover 

Result: Suspected internal fraud from nine associates totaling ~$1 M 
Conduent Proprietary and Confidential Information June 2023 
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Future Preventative Steps 

People: 
Hired EBT fraud investigator 
Re-focused existing resources on EBT 

Process 
• Reviewing and updating Seibel roles 
• Reviewing and updating Seibel permissions 
• Auditing all CSR and Fraud associates for proper Seibel role and permission 

Technology 
Seibel enhancements 

Full Last 4 PAN 
Audit Trail for L2 and above (full SSN) Audit Trail Removed 

Improved back-end scanners to identify future occurrences more quickly 
• Partnering with IT to deploy Data Loss Prevention (OLP) reporting 

5 Conduent Proprietary and Confidential Information June 2023 
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Liability for Unauthorized Transaction 
• Unlike with Regulation E, there is currently no provision under the FNS Regulations for allocation of the risk of loss among the state, the 

card holder, and the card services provider for unauthorized transactions. However, Conduent's EBT contracts frequently contain the 
following language with respect to maintaining the overall financial integrity of the contractor's EBT system: 

The Contractor shall bear all liability for any losses resulting from errors or omissions including fraud and abuse on the part of the 
Contractor or its representatives or Subcontractors. These liabilities include, but are not limited to: 
1. Any duplicate or erroneous postings of benefits or void actions to a Cardholder account; 
2. Any losses from funds drawn from an account after the Cardholder notified the Contractor that the card had been lost or 
stolen; 
3. Any losses from transactions performed with cards issued but not activated by the Cardholder and/or the Contractor; 
4. Any losses from transactions completed using invalid Retailer FNS authorization numbers or invalid WIC vendor /D's; 
5. Any damages or losses suffered by a Federal or State agency due to negligence on the part of the Contractor. 

• In addition, Conduent's EBT contracts frequently require the EBT contractor to maintain systems and controls for the EBT platform that 
align with the framework of NIST Special Publication 800-53. 

Even though Regulation E does not apply to EBT, Conduent is accountable to the state customers to prevent fraud, waste and abuse in 
general. In other words, we must maintain a comprehensive system of controls in place to manage the various risks of operating the 
platform. Practically speaking, what that means in today's EBT environment is that we must align with NIST SP 800-53. So as Conduent 
assesses and reports on this incident and describes the various remedial steps we plan to take, we should be using the language and the 
framework of NIST as much as possible. 
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Findings 

Scope 
• Nine associates were identified as having suspicious activity and have been terminated 

8 

• Going back to each date of hire, ~$1 M in suspicious activity is identified 
$524k in PS NAP transactions leveraged O SSNs to identify accounts, leverages full PAN to enable ATO 
$433k in SNAP Leveraged full PAN to enable ATO after client call 
$78k still being determined as PSNAP or SNAP 

• 2,182 customers across 18 programs impacted 
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